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Section 1:  Explanatory Note 
 
The Election Act allows candidates to request in their nomination paper how they wish 
their name to appear on the ballot, including nicknames or abbreviated or familiar forms 
of a legal name instead of their legal given name(s).  The intention is to allow 
candidates to be presented to the elector on the ballot in the way in which they have 
chosen to familiarize themselves to the electorate while maintaining a ballot production 
standard which treats all candidates’ equally in terms of ballot appearance, and 
certification services. 
 

Section 2:  Purpose 
 
(1) The purpose of this policy is to provide Elections Ontario staff, returning officers 
and staff and candidates with a clear understanding of the rules that determine how a 
candidate’s name will appear on the ballot. 
 
(2) The Election Act requires that a candidate for nomination submit their full legal 
name.  This policy will ensure that the candidate name as it appears on the ballot is 
identifiable by the electorate as the legal individual that has applied for nomination. 
 
(3) The Election Act permits candidates to appear on the ballot under the name in 
which they wish to present themselves to electors (use of given name abbreviations, or 
familiar forms, or nicknames)  This policy outlines the parameters for the appearance of 
candidate names on the ballot for the purpose of ensuring consistent ballot appearance 
outcomes across electoral districts and from election to election, while continuing to 
ensure flexibility for how candidates will present their name to electors on the ballot. 
 
(4) The Candidate Name Appearance Policy is designed to provide staff, including 
returning officers, with a clear understanding of their responsibilities for processing the 
Nomination Paper.  The policy also clarifies the candidate name appearance directions 
for a Candidate’s Guide that will instruct candidates, and their associates, on accurate 
completion of the Nomination Paper. 
 
 

Section 3:  Principles 
 
The Elections Ontario Candidate Name Appearance Policy is guided by the following 
principles:  
 
(1) Consistency and Fairness – Ensures that the integrity of the electoral process 
is protected by enforcing a common set of standards and guidelines about how 
candidates names appear to the electors, on the ballot. 
 
(2) Clarity – Ensures that electors are clear on the identity of various candidates on 
the ballot by mitigating the possibility of ambiguity that could arise from identical or 
similar candidate names. 
 
(3) Flexibility – Recognizes that candidates require some flexibility in how they 
present their own name to electors on the ballot. 
 



Section 4:  Definitions 
 
(1) Candidate means a person elected to serve in the Assembly and a person who 
is nominated as a candidate at an election or is declared by him or herself or by others 
to be a candidate on or after the date of the issue of the writ or after the dissolution or 
vacancy in consequence of which the writ has been issued 
 
(2) Elector refers to a person who is a Canadian citizen at least eighteen years old, 
and who resides in the electoral district in which the election or by-election is being held 
and is not disqualified by the Election Act or otherwise prohibited by law from voting; 
also known as a voter. 
 
(3) Given Name means the first name that precedes the surname; also known as 
first name. 
 
(4) Legal Name means the entire name that an individual is identified with at birth on 
official identification such as birth certificate, or citizenship. 
 
(5) Middle Name means the name(s) that follows the given name and precedes the 
surname. 
 
(6) Nickname: 
 

a) includes shortened, abbreviated, or familiar forms of given name(s), and may 
also include initials that represent given name(s) 

b) may be used in place of a legal given name  
c) may take the form of additional names, or names that are used instead of legal 

given name(s)  
d) may not include adjectives, descriptive words, or phrases 

 
Legal 
Given/Middle 
Name (s) 

Nickname(s), Abbreviations, or Familiar 
Forms 

Andrew Joseph Joe, José, Andy, Andy-Joe, A. J. 
William Bill, Will, Billy, Willy 
Suzanne Sue, Suze, Suzie, Anne, Annie, Ann 
Kimberley Kim, Kimber, Kimber-lee 

 
 
 
 
 
 
 
(7) Nomination means the process through which an individual becomes registered 
with the Chief Electoral Officer and obtains certification as an election candidate. 
 
(8) Surname means the name shared in common by members of a family. 
 

Section 5:  Scope 
 
(1) The Candidate Name Appearance Policy applies to Elections Ontario 
headquarters and Returning Offices, and specifically impacts the candidate nomination 
process and ballot production. 
 
(2) The policy applies to by-elections and general elections. 
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Section 6:  Mandatory Requirements 
 
(1) The candidate must provide their full legal name including any given name(s), 
middle name(s) and surname. 
 
(2) The candidate must state in writing to the returning officer how the candidate 
wishes their given name(s) to be shown on the ballot within the guidelines set out in this 
policy.  
 

a) The legal surname shall appear in entirety as entered in the legal name field of 
the nomination paper.  On the ballot the legal surname shall appear following the 
given name(s), and shall be printed in bold typeface and in a font-size larger than 
that which is used for the given names. 

 
b) The candidate name shall appear in capital letters, alphabetically arranged in the 

order of the legal surnames. 
 

c) Dialectical marks, accents, other punctuations, or lowercase letters shall appear 
where they are part of the candidate’s legal name(s).   

 
d) Surnames with prepositions or prefixes (such as Mc, Mac, de, d’, da, etc.) must 

appear with spacing and punctuation as entered in the legal name field of the 
nomination paper.  Lowercase letters will appear, where they are part of the legal 
surname, and where requested, and will be aligned flush with the bottom (e.g. 
surname with “de” preposition may appear as “DE, De, or de”, e.g. surname with 
“Mc” preposition may appear as “MC, Mc, or mc”).   
 

e) Superscript or subscript letters will appear on the ballot where part of the legal 
surname and where requested, however other alternative fonts, or font sizing will 
not appear on the ballot. 
 

f) Hyphenated surnames will appear on the ballot in entirety as entered in the legal 
name field of the nomination paper.  

 
(3) At the candidate’s request, any nickname, or an abbreviation, or familiar form of 
a given name may be used instead of their legal given name or names.   
 

a) Nicknames in place of given name(s) are permitted. 
 

b) Familiar forms of given name(s), abbreviations of given name(s), or initial(s) 
representing given name(s), may be permitted at the candidate’s request. 
 

(4) No occupation, title, honour, decoration, degree, brackets, or quotation marks are 
permitted with a candidate’s name on the ballot. 
 
(5) Where a candidate’s given names and surname are so nearly identical as to 
create the possibility of confusion with the names requested to be shown on the ballot 
by another candidate whose nomination paper has already been submitted or certified: 
 

a) The returning officer shall immediately communicate the facts to the candidates 
and to the Chief Electoral Officer. 
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b) The Chief Electoral Officer shall consult with the candidates in question and 

resolve how each name is to be shown on the ballot.  
 

c) The Chief Electoral Officer shall advise the returning officer how the names are 
to appear on the ballot by 2 p.m. the day following the close of nominations. 

 
(6) On the ballot, the candidates’ names shall be numbered consecutively in 
alphabetical order of the surnames, with the number preceding the name in each case.  
Where the surnames are identical the given name(s) will dictate the order of 
appearance alphabetically. 
 
(7) Lengthy names may be reduced in font and/or kerning between letters may be 
reduced, and/or use of abbreviated given name(s) may be requested, to accommodate 
the placement of the lengthy name in accordance with the ballot standards.  

 
Section 7:  Roles and Responsibilities  

 
The following are the major roles and responsibilities under the Candidate Name 
Appearance Policy.  
 
Chief Electoral Officer (CEO) 
 

a) The CEO must consult with, advise, and supervise the returning officers, deputy 
returning officers, and election clerks in the performance of their duties. 
 

b) With respect to the Candidate Name Appearance Policy the CEO must: 
 

c) Advise returning officers on the use, and acceptable forms of nicknames, initials, 
abbreviations, or familiar forms of given name(s) by candidates required to certify 
the Nomination Paper. 
 

d) Determine the appearance of each candidate name in the case of two or more 
candidates with requesting substantially similar names to appear on the ballot.  
 

e) Communicate any name appearance determination to the returning officer by 2 
p.m. on the day following the close of nominations. 
 

f) Prescribe the forms for use under the Election Act, and provide guidelines and 
instructions for the accurate completion of those forms. 

 
Deputy Chief Electoral Officer (DCEO) 
 

a) The Deputy Chief Electoral Officer may act in place of the CEO if required.  If 
acting for the CEO, the DEO is accountable for the same responsibilities as 
described in section 7 (1) and (2). 

 
Divisional Directors 
 

a) Directors are responsible for overseeing the operations of their business area 
including ensuring that with respect to the Candidate Name Appearance Policy, 
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their division: 
 
(a) Follows the policy, and Candidate Name Appearance Guidelines pertaining to 

nicknames, name abbreviations, and familiar form of names and any 
additional directives.  
 

(b) Delivers quality nomination services to candidates. 
 

(c) Delivers clarity to electors in terms of candidate identity. 
 

(d) Ensures that the Candidate Name Appearance Policy is integrated into 
applicable existing and new program development and 
modernization/restructuring. 
 

(e) Ensures that Candidate Name Appearance Guidelines identify and integrate: 
 

(i) The nomination application processes, documentation, and records. 
 

(ii) Standards for the returning officer to assess the accuracy and 
completeness of the nomination paper for the purposes of certifying 
candidates. 
 

(iii) Guidance for candidates to ensure accurate completion of the 
Nomination Paper application form. 
 

(iv) Record-keeping standards to ensure that the candidate name as it 
appears on the ballot is traceable against the records and 
documentations associated with the legal and financial filings for the 
candidate.  
 

(v) Ensure that any information technology systems or records management 
ties the legal name of the candidate to the candidate name as it appears 
on the ballot. 

 
Divisional Managers 
 
a) With respect to the Candidate Name Appearance Policy, the Divisional Managers 
are responsible for ensuring that: 
 

(b) Their unit follows all directives and policies. 
 

(c) Staff administering the nomination process(es) are trained and 
knowledgeable in their applicable responsibilities and duties under the 
Candidate Name Appearance Policy. 
 

b) Integrates the Candidate Name Appearance Policy into their planning and 
implementation activities, where applicable.  
 
Staff 
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c) With respect to the Candidate Name Appearance Policy all employees at 
Elections Ontario headquarters or returning offices must: 
 
(d) Follow directives and understand their responsibilities pertaining to the 
Candidate Name Appearance Policy. 
 
(e) Execute their duties in respect of the policy’s purposes and principles, and 
any guidelines or definitions that apply to the execution of their duties.  
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Table 1.  Administrative Responsibilities 

 
Responsibility Restriction(s) Role 

 
Two or more candidates with 
substantially similar names in an 
electoral district: 
 
 Consult with the candidates 
in question to resolve the issue.  
 
 Determine each candidate’s 
name appearance on the ballot. 
 
 Notify the Returning Officer 
of the determination, by 2 p.m. the 
day following the close of the 
nominations. 
  

 
 

 
CEO/DCEO 

 
 Receipt and communication 
of the CEO determination of name 
appearance to the candidates. 
 

  
Returning 
Officer 

 
Certify nomination paper:  
 
3.0 Review candidate 
nomination paper and verify 
accuracy and completeness of all 
parts, ensuring all necessary 
witnesses, and signatures are in 
order. 
 
4.0 Certify candidate 
nomination. 
 
5.0 Issue Receipt for 
Nomination Paper. 
 
6.0 File certified nomination 
application with CEO. 
 

 
Certification of nomination 
papers only  up to 11 a.m. of 
the day fixed for the close of 
nominations. 
 
In accordance with the 
requirements of the Candidate 
Name Appearance Policy & 
Guidelines. 

 
Returning 
Officer 

 
Accept nomination paper:  
 
4.0 Review candidate nomination 
paper and verify accuracy and 
completeness of all parts, ensuring 
all necessary witnesses, and 
signatures are in order. 
 
5.0 Insert time of application in the 

 
Nomination papers filed by 
candidates after 11 a.m. on the 
day fixed for the close of 
nominations. 
 
In accordance with the 
requirements of the Candidate 
Name Appearance Policy & 
Guidelines. 

 
Returning 
Officer 
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Responsibility Restriction(s) Role 

nomination paper form.  
 
6.0 Issue Receipt for nomination 
paper. 
 
7.0 File accepted nomination paper 
with CEO. 
 
Correction of nomination paper 
errors, omissions, or illegible 
entries  

Any administrative clarification of 
nomination paper errors, 
omissions, or illegible entries 
must be consulted with the 
returning officer and if necessary 
the candidate. 

 
EES Director 

Examination of nomination paper 
to determine regularity: 
 
 RO reviews nomination 
paper, to determine if the paper is 
invalid for any reason and accepts 
the nomination paper, OR.   
 
 If  the returning officer 
deems that the nomination paper is 
invalid: 
 
a. Communicate facts to the 
candidate and the Chief Electoral 
Officer. 
 

 Returning 
Officer 

 Authorize rejection or 
accept nomination by 2 p.m. the 
day following the communication of 
facts from the returning officer. 
 

 CEO/DCEO 

 If rejection, notify all 
candidates of rejection immediately 
by registered mail.  
 

 Returning 
Officer 
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Permanent Register of Electors for Ontario and List of Electors 
Guidelines 



 
PERMANENT REGISTER OF ELECTORS FOR  

ONTARIO AND LIST OF ELECTORS GUIDELINES 
 
 
1.0 OVERVIEW 
 
The Election Act requires the Chief Electoral Officer to establish and maintain a 
permanent register of electors for Ontario, to implement measures to verify its accuracy, 
and to ensure that the permanent register is updated at least once a year.   
 
The purpose of these guidelines is to inform political entities (candidates, members of 
the Legislative Assembly and political parties) of the use and access requirements in 
the Election Act and additional best practices for maintaining the privacy of the 
information contained in the Permanent Register of Electors for Ontario (Register or 
PREO) or the List of Electors (an extract from the Register for each electoral district 
during an election period).  
 
These guidelines include elements pertaining to the distribution and use of the annual 
update for the Register and the List of Electors during an electoral event. They have 
been created to reflect a strengthened privacy management framework at Elections 
Ontario. 
 
The Register contains personal information (e.g. name, address, date of birth and 
gender) about Ontario electors. The List of Electors contains name and address 
information for electors.  Elections Ontario places high importance on respecting the 
privacy of personal information. It is therefore important for authorized users of the 
PREO or the List of Electors to take appropriate measures, as described in these 
guidelines, to maintain the privacy of the personal information from the PREO or the List 
of Electors and preserve the integrity of the administration of Ontario’s electoral system.  
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2.0 DISTRIBUTION 
The following table provides an overview of the distribution of elector information to authorized recipients, including 
political entities. Relevant sections of the Election Act have been noted where appropriate. 
List Type Recipient(s) Scope Format Date of Distribution Section of Act 

Members of the 
Legislative 
Assembly 

Member’s electoral 
district 

Electronic Notification of 
distribution dates will 
be provided by 
December 31 of 
calendar year 

17.3(1)(c) Annual Update 

Registered political 
parties 

 If PREO 
updated for all 
Ontario party is  
entitled , on 
request, to receive 
copy for all of 
Ontario 
 If update for a 
specific electoral 
district, party 
entitled, on 
request, to receive 
that update. 

Electronic Notification of 
distribution dates will 
be provided by 
December 31 of 
calendar year 

17.3(1)(b)(i) & 
(ii) 

Returning Officers For the Returning 
Officer’s  electoral 
district 

Electronic As soon as possible 
after the Writ is 
issued (approximately 
Day 26 of the Writ 
period) 

19(1)(a) 

Municipal Clerks 
 
 

A municipality will 
receive the List for 
each electoral 
district that the 
municipal 
jurisdiction covers 
(in whole or part) 

Electronic or 
paper copy 

As soon as possible 
after the Returning 
Officer receives a 
copy from CEO. 
(approximately Day 
26 of the Writ period) 

19(3)(b) 

Preliminary List 
of Electors 

Candidates For the candidate’s 
electoral district 

1 electronic 
and 2 paper 
copies 

As soon as possible 
after the Returning 
Officer receives a 

19(3)(c) 
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List Type Recipient(s) Scope Format Date of Distribution Section of Act 
copy from CEO. 
(approximately Day 
26 of the Writ period) 

Advance Poll List 
of Electors 

Candidates For the candidate’s 
electoral district 

1 electronic 
and 1 paper 
copy 

Approximately Day 19 
of the Writ period 

n/a 

Record of 
Advance Poll 
Voters 

Candidates For the candidate’s 
electoral district 

1 printed copy Final list of advance 
poll voters - before 
polling day  

45(2) 

A list of electors 
issued a 
Certificate to 
Vote  

Registered party 
candidates, only 

For the candidate’s 
electoral district 

1 printed copy On request of 
candidate of a 
registered party 

21(9) 

Polling Day List 
of Electors 

Candidates For the candidate’s 
electoral district 

1 electronic 
and 1 paper 
copy 

Approximately Day 4 
of the Writ period 

n/a 

 
The following table provides an overview of the authorized uses for the Annual Update and the Lists of Electors. Relevant 
sections of the Election Act have been noted where applicable. 

Authorized Uses of Elector Information 
Authorized Users  List Type  Authorized Use  Section of Act  

 
Municipal Clerks 

 
Preliminary List of 
Electors 

 
For electoral purposes 
only – must be made 
available for public 
examination at an office 
of the municipality. 
 

 
19(3)(b) 

 
Registered political parties  

 
Annual Update 
  

 
For electoral purposes 
only which includes: 
communicating with 
electors, soliciting 
elector contributions or 
campaign support 
during a Writ period, and 

 
17.4(1)  
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Authorized Uses of Elector Information 
Authorized Users  List Type  Authorized Use  Section of Act  

recruiting party 
members.  

 
Members of the Legislative Assembly 

Annual update for the 
Member’s electoral 
district. 

For electoral purposes 
only which includes: 
communicating with 
electors, soliciting 
elector contributions or 
campaign support 
during a Writ period, and 
recruiting party 
members.  

17.3(1)(c)  

Candidates  Preliminary List of 
Electors 
Advance Poll List of 
Electors 
Polling Day List of 
Electors 

For electoral purposes 
only which includes: 
communicating with 
electors, soliciting 
elector contributions or 
campaign support 
during a Writ period.  
 

PLoE – 19(3)(c) 
APLoE – n/a 
PDLoE – n/a 

 
It is an offence under the Election Act to use information from the Register or List of Electors for anything other than 
electoral purposes and it is an offence to use the information for commercial purposes (s. 17(4)(1)). Unauthorized use is 
punishable by a fine of up to $5,000 (s. 97). 



 

3.0 USE AND ACCESS RESTRICTIONS 
 
Policy Requirement 
 
The Election Act requires registered political parties to develop a policy to ensure that 
its candidates, members of the Assembly, employees and agents comply with the 
restrictions on use of information from the Register or the List of Electors under s. 
17(4)(1) of the Election Act.   
Independent members of the Legislative Assembly must meet the same requirements 
for a policy as the registered political parties. 
In addition, the policy must include the privacy requirements outlined in these 
Guidelines. 
 
Filing Requirement 
 
A political party should file its privacy policy with Elections Ontario as soon as possible 
after receiving confirmation from Elections Ontario of its status as a registered political 
party. 
Once a political party or independent member of the Assembly has filed its policy with 
Elections Ontario, they will be required to provide confirmation in writing by January 31 
of each calendar year of what changes, if any, have been made to the policy.   
This written confirmation should be updated as soon as possible in the event that 
changes are made after January 31st.    
For a political party and its candidates during a Writ period, the policy filed by the party 
on January 31st of that calendar year will apply for the election event unless the party 
notifies Elections Ontario in writing of any changes made. 
Candidates who are not members of a registered political party are also required to 
have in place a policy that complies with the restrictions on use of information under s. 
17(4)(1).  The candidate must file their written policy with the Returning Office when the 
Returning Officer provides the Preliminary List of Electors.   
A sample policy is contained in Appendix A 
Where a candidate was a previously sitting independent member of the Legislative 
Assembly and wishes to use the same policy as filed with Elections Ontario, the 
candidate must file a copy of their policy when the Returning Officer provides the 
Preliminary List of Electors to the candidate. 
 
Use of Information Restrictions 
 
The Election Act requires that the policy ensure that a person who obtains information, 
directly or indirectly, from the Register or from a List of Electors complies with the 
requirements to: 

 only use the information for electoral purposes,  
 not to use the information for commercial purposes, and  
 only disclose it to others after obtaining their written acknowledgement that they 

are bound by the restrictions on use in section 17.4.   
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Written Acknowledgements 
 
A political entity must ensure that all entities with whom information is being shared from 
the Register or List of Electors, as applicable, sign a written acknowledgement of these 
use restrictions prior to receiving access to the information. 
A sample written acknowledgement is provided in Appendix D. 
 
Distribution Tracking  
W
the Register to anyone, in addition to obtaining the written acknowledgement, the entity 
must also track the following information: 

 date of distribution,  

hen a political entity provides a copy of information from the Register or an extract of 

as provided to,  

een signed and 
  

 who the information w
 type of document (e.g. electronic copy of PREO),  
 confirmation that the written acknowledgment has b
 confirmation of the date the copy was returned to the political entity. 

A s  event 
and in Appendix C for the annual release. 
 
F

ample distribution tracking form can be found in Appendix B for an election

iling of Distribution Tracking 

he tracking distribution documentation must be filed with Elections Ontario as follows: 

otification from Elections Ontario; 

in 30 days of a Writ being issued for a general election. 

om Elections Ontario; 

entation should be filed at the same time 

hich they 

.0 REPRODUCTION RESTRICTIONS 

gister 

Assembly who have 

d 

purposes only and not for commercial purposes (s. 17.4(4)(b)). 

 
T
For the annual release to registered political parties: 

 within 30 days of receiving the annual update n
or  

 With
For e

 within 30 days of receiving the annual update notification fr
 th  annual release to members of the Legislative Assembly:  

or 
 with in 30 days of a Writ being issued.  

For candidates, the tracking distribution docum
as the candidate files their financial returns under the Election Finances Act. 
If a member of the Legislative Assembly resigns or has forfeited the office to w
were elected, the member must provide the documentation outlined in these Guidelines 
to Elections Ontario within 30 days of their resignation or removal. 
 
4
 
Under section 17.4(3) of the Election Act, no individual may reproduce, store, or 
transmit any part of the information obtained electronically from the permanent re
(including the List of Electors) for any purpose except as follows: 

 Registered political parties and Members of the Legislative 
received an update of the Permanent Register for the whole of Ontario as a 
result of an annual update (section 17.1(3)(1)(i) or (ii)) or have received an 
update with respect to a specific electoral district under section 17.1(3)(2)). 

 An individual or entity who has received the information from the registered  
political party or member of the Assembly in the situation described above, so 
long as that person or entity signs a written acknowledgment that they are boun
by the restrictions in the Election Act on use of the information for electoral 
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n contained in the Election Act, to 
elp political entities protect the information from the Register and on the List of 

e of the 
 

ical entity must: 
 Provide clear direction to all authorized users regarding the proper use of the 

ist of Electors, Register or Register extract. 
ed 

f of the political 

 

t in use by storing the electronic copy on a secure, password-protected 

 

ce of protecting the personal information on the 

e the information only for the purposes set out in the Election Act; 

ded to the party or candidate, as applicable. 
 
Lo

 
5.0 ADDITIONAL PRIVACY REQUIREMENTS 
 
In addition to the restrictions on use and reproductio
h
Electors, Elections Ontario requires political entities to implement the following privacy 
safeguards outlined in this Guideline through the party or candidate’s policy, as 
applicable.  These safeguards provide a framework to protect the privacy of personal 
information contained in the Register and the List during their use, how to dispos
information after it has been used, and what to do if a copy of the information is lost or
stolen.   
 
The polit

information in the L
 Provide the List of Electors, Register or Register extract only to people who ne

access to communicate with electors and constituents on behal
entity or to do work for electoral purposes on behalf of the political entity. 

 Limit the number of people who have access to reduce the chances of a privacy
breach. 

 Ensure that the List of Electors, Register or Register extract are kept secure 
when no
computer; keep paper copies in locked filing cabinets. Passwords and keys 
should be strictly controlled by the person responsible for privacy safeguards. 

 Ensure that all authorized users understand the importance of protecting the
privacy of electors’ information. 

 Obtain from each authorized user a written acknowledgement (see sample in 
Appendix D) that the individual: 

o understands the limits on use and disclosure of the lists; 
o understands the importan

lists; 
o undertakes to protect the confidentiality of that information; 
o will us

and 
o will return the lists on completion of the task for which the lists were 

provi

ss/Theft  
 
If a copy of the Register, an extract from the Register or a copy of the List of Electors is 

st or stolen, the personal information on the lists might be used for unauthorized 

h, it 

nt the circumstances that led to the incident. 
d procedures to prevent future 

lo
purposes. Loss or theft therefore constitutes a potential privacy breach, and should be 
dealt with quickly and effectively. While each incident will require a unique approac
is recommended that the person responsible for privacy safeguards follow these 
general steps: 

 Contain the breach and identify its source. 
 Docume
 Review your internal policies, processes an

incidents. 
 Report the loss or theft to the Chief Electoral Officer 
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afe and Secure Disposal of Personal Information
 
S  

ll political entities should dispose of personal information in a safe and secure way 
 

lity 

ose of 

nnot be reconstructed.  Printed 

us 

ither physically damaging the 
y 

ecure Disposal Documentation

 
A
once its use is no longer authorized.  To prevent unauthorized parties from accessing
personal data, it is important to use care in the disposal and destruction of personal 
information.  Reasonable steps must be taken to protect the security and confidentia
of personal information that is to be destroyed, including protecting its security and 
confidentiality during its storage, transportation, handling and destruction. 
The following provides the requirements for political entities on how to disp
personal information in a safe and secure manner. 
Methods used must ensure that personal records ca
copies of documents must be properly shredded and electronic data must be 
permanently erased using methods that prevent the restoration of such data.  
For printed copies, destruction means cross-cut shredding, not simply continuo
(single strip) shredding, which can be reconstructed.   
For electronic and wireless media, destruction means e
item (rendering it unusable) and discarding it, and employing wiping utilities provided b
various software companies to erase every bit of data on a drive.  
 
S  

olitical entities should create a certificate of destruction that documents the following 

ords that are being destroyed 
ion 

he individual responsible for destruction 
cluded in 

iling of Secure Disposal Documentation

 
P
information: 

 the rec
 the date, time and location of destruct
 the method of destruction  
 the name and signature of t

Personal information pertaining to the record being destroyed must not be in
the disposal record. 
 
 
F  

he secure destruction documentation must be filed with Elections Ontario as follows: 

ssembly, within 30 days of 

e files their 

Appendix E for both an 

ide secure destruction services, a 
 

 Selecting a Service Provider to Securely Destroy Personal Information Documentation

 
T

 For the annual release to registered political parties within 30 days of receiving 
the annual update notification from Elections Ontario. 

 For the annual release to members of the Legislative A
receiving the annual update notification from Elections Ontario. 

 For candidates, should be filed at the same time as the candidat
financial returns under the Election Finances Act. 

 A sample secure destruction form can be found in 
election event and for the annual release. 

If the political entity has an external company prov
Certificate of Destruction must be provided by the shredding company and filed by the
political entity along with the secure destruction documentation. 
 
If  

 Set out the responsibility of the service provider for the secure destruction of the 
records involved 
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 Specify how the destruction will be accomplished, under what conditions and by 
whom 

 Require that a certificate of destruction be issued upon completion, including: 
 the records that are being destroyed 

o the date, time and location of destruction 
o the method of destruction  
o the name and signature of the operator 

Personal information pertaining to the record being destroyed must not be included in 
the disposal record. 
 
Secure Destruction Exception  
It
to the electronic or paper copies provided by Elections Ontario as outlined in section 2.0
and any additional standalone copies made of those that have been distributed by the 
political entity to individuals acting on its behalf.   
 
T
integrated into databases that the political entity has created for electoral purpose
 

 should be noted that the secure destruction requirements in these Guidelines applies 
 

he Guidelines do not require a political entity to wipe information that has been 
s. 

.0 PRIVACY BEST PRACTICES 

orking in a Mobile Environment

 
6
 
W  

he employees, volunteers or agents of political entities may be required to deal with 
 

emoving records from the office 

yees, volunteers or agents of the political entity should obtain any approvals 
ly 

aper records 
 paper records should be securely packaged and locked and should 

ublic Transit 

lectronic records 

 
T
elector information in a mobile environment.  As part of its efforts to protect the privacy
of electors’ personal information, Elections Ontario would recommend to political entities 
that they consider the following best practices that enhance the security and 
confidentiality of data while working within a mobile environment.  
 
R
Records should only be removed from the office when it is absolutely necessary to do 
so.   
Emplo
required, and where possible, original documents should remain in the office and on
copies be removed.  
A record of the information being removed should be kept in a safe location. 
 
P
While in transit,
remain in the possession of the employees, volunteers or agents of the political entity.  
If being used at home, records must be accessible only to the employees, volunteers or 
agents of the political entity and must be kept locked away when not in use. 
 
P
Personal information, whether in printed or electronic format, should never be accessed 
by employees, volunteers or agents of the political entity while travelling on public 
transportation. 
 
E
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Electronic records containing personal information should be stored and encrypted on a 
password-protected disk, CD, or removable drive rather than on the hard drive of a 
laptop or home computer. 
Removable drives should always remain within the possession of the employees, 
volunteers or agents of the political entity or be kept in a secure location that is not 
accessible to others. 
 
Laptops and home computers 
Access to laptop, home computers, should be password-controlled, and any data on the 
hard drive must be encrypted.  
Other reasonable safeguards, such as anti-virus software and personal firewalls, could 
also be installed.  
Laptops should always be stored in a secure location. 
 
Wireless technology 
Political entities should protect the privacy and confidentiality of personal information 
stored on wireless devices such as personal digital assistants and cell phones. Access 
to such devices should be password-controlled, and any stored data should be 
encrypted.  
When working at locations outside the office, employees, volunteers or agents of the 
political entity should maintain constant control of wireless devices and care must be 
taken to prevent loss or theft. 
 
Email, fax and photocopy 
When working at home or at other locations outside the office, employees should avoid 
sending personal information by e-mail or fax. When necessary, employees should fax 
or photocopy personal information themselves.  
Where fax and photocopy machines are not available for individual use and records 
containing personal information are given to a third party, the employee must be present 
when these tasks are being done. 
 
Appoint a person to be responsible for implementing safeguards 
 
It is recommended that political entities appoint a person responsible for implementing 
privacy safeguards. Responsibilities could include: 

 designing and implementing specific protocols regarding the use, safeguarding 
and disposal of the lists  

 answering questions about the political entity’s authorized use of the lists 
 controlling access to the lists 
 communicating the political entity’s policy and these guidelines to persons who 

have been given access to the lists of electors 
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Appendix A 
Sample Policy for Registered Political Party 
1.0 Scope of Policy 
This policy applies to the {Name of Political Party} and its candidates, members of the 
Legislative Assembly, and any person or entity representing or working for the party on 
a paid or unpaid basis. 
 
2.0 Restrictions on Use 
Any person or entity who obtains information, directly or indirectly, from the Permanent 
Register of Electors for Ontario or from a List of Electors through {Name of Registered 
Political Party} must comply with the requirements under section 17.4 of the Election Act 
to: 

 only use the information for electoral purposes,  
 not to use the information for commercial purposes.  

 
3.0 Requirement for Written Acknowledgements 
Any person or entity who has obtained information, directly or indirectly from the 
Permanent Register of Electors for Ontario or from a List of Electors through {Name of 
Registered Political Party} may only disclose it to others after obtaining their written 
acknowledgement that they are bound by the restrictions on use in section 17.4 of the 
Election Act, as reproduced in section 2.0 of this policy 
 
4.0 Tracking of Distribution 
 
In providing any individual or entity with a copy of information from the Register, extract 
of the Register, or List of Electors, the following information must be tracked: 

 The date of distribution,  
 Who the information was provided to,  
 How the information was provided (e.g. type of document, electronic copy of 

PREO, paper copy of List of Electors etc.)  
 Confirmation that the written acknowledgment has been signed, and 
 confirmation of the date the copy is returned 

 
5.0 Loss or Theft of Information 
 
In the case of loss or theft of elector information from the Permanent Register or an 
extract of the Register for a specific electoral district, the following procedures must be 
followed: 
 

 The breach should be contained and the source of the breach identified. 
 The circumstances that that led to the incident must be documented.  
 Internal policies, processes and procedures must be reviewed to prevent future 

incidents. 
 The loss or theft must be reported to the Chief Electoral Officer 

 
 
6.0 Specific Responsibilities for Candidates for the Party 
 
All candidates are responsible for: 
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 Complying with the restrictions on use of the information as required under 
section 17.4 of the Election Act 

 Securing written acknowledgements as required under section 17.4 of the 
Election Act 

 Tracking the distribution of copies of the List of Electors provided by the 
Returning Officer to the candidate, in paper or electronically, as required by the 
PREO and List of Elector Guidelines 

 Complying with the processes identified in the PREO and List of Elector 
Guidelines in the case of loss or theft of a copy of the List of Electors 

 In addition to the requirements for notification in the case of loss or theft under 
the Guidelines, the candidate should also notify the {party should identify a party 
official to whom the loss/theft should be reported} 

 Ensuring the secure destruction of all copies of the List of Electors as required 
under the PREO and List of Elector Guidelines 

 Complying with all filing requirements under the PREO and List of Elector 
Guidelines 

 
7.0 Specific Responsibilities of Members of the Legislative Assembly for the 
Party 
 
All Members of the Legislative Assembly are responsible for: 
 

 Complying with the restrictions on use of the information as required under 
section 17.4 of the Election Act 

 Securing written acknowledgements as required under section 17.4 of the 
Election Act 

 Tracking the distribution of copies of the extract from the Permanent Register of 
Electors for Ontario as provided by Elections Ontario to the Member, in paper or 
electronically, as required by the PREO and List of Elector Guidelines 

 Complying with the processes identified in the PREO and List of Elector 
Guidelines in the case of loss or theft of a copy of the List of Electors 

 In addition to the requirements for notification in the case of loss or theft under 
the Guidelines, the Member should also notify the {party should identify a party 
official to whom the loss/theft should be reported} 

 Ensuring the secure destruction of all copies of the extract from the Permanent 
Register as required under the PREO and List of Elector Guidelines 

 Complying with all filing requirements under the PREO and List of Elector 
Guidelines 

 
 
Sample Policy for Independent Candidate or Member of the Legislative Assembly 
1.0   Scope of Policy 
This policy applies to {Name of Independent Candidate/Member} and any person or 
entity representing or working for the candidate on a paid or unpaid basis. 
 
2.0   Restrictions on Use 
Any person or entity who obtains information, directly or indirectly, from the Permanent 
Register of Electors for Ontario or from a List of Electors through {Name of Independent 
Candidate} must comply with the requirements under section 17.4 of the Election Act to: 

 only use the information for electoral purposes,  
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 not to use the information for commercial purposes.  
 
3.0    Requirement for Written Acknowledgements 
Any person or entity who has obtained information, directly or indirectly from the 
Permanent Register of Electors for Ontario or from a List of Electors through {Name of 
Independent Candidate} may only disclose it to others after obtaining their written 
acknowledgement that they are bound by the restrictions on use in section 17.4 of the 
Election Act, as reproduced in section 2.0 of this policy 
 
4.0    Tracking of Distribution 
 
In providing any individual or entity with a copy of information from the Register, extract 
of the Register, or List of Electors, the following information must be tracked: 

 The date of distribution,  
 Who the information was provided to,  
 How the information was provided (e.g. type of document, electronic copy of 

PREO, paper copy of List of Electors etc.)  
 Confirmation that the written acknowledgment has been signed, and 
 confirmation of the date the copy is returned 

 
 
5.0    Loss or Theft of Information 
 
In the case of loss or theft of elector information from the List of Electors, the following 
procedures must be followed: 
 

 The breach should be contained and the source of the breach identified. 
 The circumstances that that led to the incident must be documented.  
 Internal policies, processes and procedures must be reviewed to prevent future 

incidents. 
The loss or theft must be reported to the Chief Electoral Officer 
 
 
6.0    Election as an Independent Member of the Legislative Assembly  
 
If elected as a member of the Legislative Assembly, this policy will continue to apply, 
unless I notify Elections Ontario in writing of any changes to the policy
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Sample Electoral Event Distribution Form – List of Electors 

List Version:

Date of 
Distribution 

Distributed To: 

C
D

 q
ua

nt
ity

 

P
rin

te
d 

co
py

 q
ua

nt
ity

 

P
re

lim
in

ar
y 

(P
) 

A
dv

an
ce

 P
ol

l 
(A

P
) 

P
ol

lin
g 

D
ay

 (
P

D
) 

W
rit

te
n 

A
ck

no
w

le
dg

em
en

t 
C

om
pl

et
ed

 

Date Returned 

         

         

  
       

         

  
       

 
__________________________________________ 

Electoral District Name 
 

__________________________________________ 
Candidate Name 

 
__________________________________________ 

Candidate Signature 
 

__________________________________________ 
Date 
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Sample Distribution Form:  Annual Update 

Version:

Date of 
Distribution 

Distributed To: 

C
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Date Returned 

        

        

  
      

                                                                            
                                                         

                 
___________________________________________ 
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Electoral District Name (if applicable) 
 

____________________________________________ 

1. Independent Member of the 
Legislative Assembly 

2. Registered Political Party 
3. Member of the Legislative Assembly 

of a Registered Political Party 
Registered Party Name (if applicable) 

 
____________________________________________ 

                                                              Name (Please print) 
 

____________________________________________ 
                                                              Signature 

 
____________________________________________ 

Date 



 

 

Appendix D 
 

Sample Written Acknowledgement 
 

Person Making Acknowledgement 
Surname (Family Name) Given Name(s) Telephone 

Residential Address 

 
In accordance with section 17.4 of the Election Act, as amended, I acknowledge the 
following regarding the information I obtain directly or indirectly from the List of Electors 
or the Permanent Register, whether the information obtained is in printed or electronic 
format or examined in either format without obtaining a copy: 
 
 I will only use such information for electoral purposes; 
 
 I will not use such information for commercial purposes; and 
 
 I will only disclose such information to any other person after obtaining their 
written Acknowledgement that he or she is bound by these restrictions. 
 
 
 
 
 
 
    

Print the Name of Electoral District 

Signature of Person Making Acknowledgement

Print Date
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Appendix E   

 
Sample Election Event Secure Destruction Form 
 
 

Name of Individual or Company 
who securely destroyed electronic 
or paper copies 

 

Date of secure destruction 
 

 

Time of secure destruction 
 

Location of secure destruction 
 

Paper type:  How many copies 
were destroyed? 

Types of documents securely 
destroyed 
(Preliminary, Advance Poll, or 
Polling Day 
List of Electors) 

Electronic: How many copies 
were destroyed? 

Paper: 
Method of secure destruction 

Electronic: 

Signature of Individual or Company 
who destroyed CDs or paper copies 

 

If applicable, Certificate of 
Destruction provided by shredding 
company 

Yes    No   

 
___________________________________________ 

Electoral District Name 
 

___________________________________________ 
Candidate Name 

 
___________________________________________ 

Candidate Signature 
 

___________________________________________ 
Date 

 
If applicable, attach a copy of the Certificate of Destruction provided by the 
Shredding Company and submit to Elections Ontario. 



Appendix E 
 
Sample Annual Update Secure Destruction Form 
 

Name of Individual or Company 
who securely destroyed electronic 
or paper copies 

 

Date of secure destruction  

Time of secure destruction 
 

Location of secure destruction  

Paper type:  How many copies were 
destroyed? Types of documents securely 

destroyed 
(Permanent Register of Electors, 
extract for Electoral District) 

Electronic: How many copies were 
destroyed? 

Paper: 
Method of secure destruction 

Electronic: 

Signature of Individual or Company 
who destroyed CDs or paper copies 

 

If applicable, Certificate of 
Destruction provided by shredding 
company 

Yes    No  

 
                            

          ____________________________________ 
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Electoral District Name (if applicable) 
 

____________________________________ 
Registered Party Name (if applicable) 

 
____________________________________ 

                                                              Name (Please print) 

1. Independent Member of the 
Legislative Assembly 

2. Registered Political Party 
3. Member of the Legislative 

Assembly of a Registered Political 
Party 

 
____________________________________ 

                                                              Signature 
 

        ____________________________________ 
Date 

 
 
If applicable, attach a copy of the Certificate of Destruction provided by the 
Shredding Company and submit to Elections Ontario. 
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Extracting Elector Data 
The following describes how a candidate should extract the elector data from the 
preliminary, Advance Poll or Polling Day List of Electors CD. 
 
Please refer to the PREO and List of Electors Guidelines for specific requirements on 
handling elector information. 
 
System Requirements 
 
To extract the List of Electors file from the CD, the candidate must have the following: 
 

 PC running Windows 
 The appropriate List of Electors CD (preliminary, Advance Poll or Polling Day) 
 The case sensitive password 

 
The Returning Officer may provide the password only by phone and after the CDs have 
been distributed to the candidates. 
 
Contents of the List of Electors CD: 
 
All CDs with green labels contain the following files: 
 

 PREOxxx.exe: A self-extracting password protected zipped file containing elector 
data for the 2011 General election (xxx represents the electoral district number) 

 Preoview Setup.msi: A PreoView installation package 
 README.pdf 
 The Permanent Register of Electors and List of Electors Guidelines.pdf 
 Sample Written Acknowledgement.doc 
 Sample Distribution Form.doc 
 Sample Secure Destruction Form.doc 

 
To extract the elector data, the candidate 

1. Creates a new folder on the C:\ drive and types Register in the File Name box.  
2. Inserts the appropriate List of Electors CD into the CD drive. 

A window opens, displaying the contents of the List of Electors CD. 
Note: If the window does not open, navigate to the CD drive. 

3. Selects all the files on the CD and right-clicks the selection.  
4. Clicks Copy in the shortcut menu.  
5. Right-clicks the Register folder on the C:\ drive and clicks Paste in the shortcut 
menu.  
6. Double-clicks the Register folder. 

The documents in the Register folder are displayed. 
7. Double-clicks the PREOxxx.exe file in the Register folder. 
The Winzip self-extracting window opens. 
8. Types C:\Register under the Unzip to folder.  
9. Clicks Unzip.  
10. Types the password provided by the Returning Officer in the Enter Password 
window.  
11. Clicks OK. 
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The List of Electors file has been extracted to the Register folder. 
12. Right-clicks the PREOxxx.exe file in the Register folder, which is in the C:\ drive 
window and clicks Delete in the shortcut menu. 
A confirmation dialog box opens. 
13. Clicks Yes to confirm the deletion.  

 
Results 
The database file PRE05XXX.accdb now exists in the Register folder. 



 
File Layout 

SUGGESTED 
FIELD NAME 

FIELD 
TYPE 

SIZE FIELD DESCRIPTION 

ED_CODE CHARACTER 5 Electoral district number, format XXX 

POLLNUM CHARACTER 5 Poll number, format XXXX 

TYPE CHARACTER 1 Not used by Preoview 

SEQ_NUM CHARACTER 6 Elector number 

REV_CODE CHARACTER 1 Not used by Preoview 

REV_FLAG CHARACTER 50 Not used by Preoview 

FAMILY_NME CHARACTER 27 Family name 

GIVEN_NME CHARACTER 17 Given name 

MIDDLE_NME CHARACTER 11 Middle name 

BLDGNUM CHARACTER 7 Building number plus Building suffix 

UNITNUM CHARACTER 6 Unit/apartment number 

STREET_NME CHARACTER 23 Street name 

STREET_TYP CHARACTER 6 Street type 

STREET_DIR CHARACTER 2 Street direction 

TOWN CHARACTER 28 City/town/municipality name 

POSTCODE CHARACTER 7 Postal code of the civic address 

MAIL_FLAG NUMERIC 1 
Indicates whether MAIL_ADDR1, MAIL_ADDR2 and 
MAIL_POST contain a mailing address  or a civic 
address: 1 = mailing address, 0 = civic address 

MAIL_ADDR1 CHARACTER 56 Mailing address line 1 

MAIL_ADDR2 CHARACTER 33 Mailing address line 2 

MAIL_POST CHARACTER 7 Postal code of the mailing address 

 
If a candidates does not have Microsoft Access, Elections Ontario will provide 
PreoView (without support) to allow him or her to examine the data.  
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Using PREO View 
Elections Ontario provides without support, the PreoView application for users of 
Windows systems.  PreoView is an application used to search and view elector 
information which is contained on the Green CD.  This application uses "Search by 
Example" technology, which means it will search for all occurrences of the information 
you provide.   
Note:  Elections Ontario does not provide technical or end-user support for users of this 
program. 
To Install PreoView 
1. In the Register folder located on the C:\ drive, double click the Preoview 
Setup.msi file.  
Note: The PreoView Confirm Installation window opens. 

 
2. Click the Next button. 
Note: The PreoView Installation Complete window opens.  

 
3. Click the Close button. 
 PreoView is successfully installed. 
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To open PreoView 
1. Double click the PreoView icon on the desktop. 
The PreoView - File Selection Form opens. 
Note: The Path Selection column is a list of directory folders.  By default the PreoView 
folder is selected. 
The District Selection column, lists the electoral district database file(s) available in 
the selected folder. 

 
Figure 1: PreoView - File Selection Form default view.  
2. Double-click C:\ in the Path Selection column.  
3. Double-click the Register folder in the Path Selection column. 
 
The "PRE05XXX.accdb" is listed in the District Selection column (XXX represents the 
electoral district number). 
Note:  Data can only be viewed for one electoral district at a time.  
 

 
Figure 2: PreoView - File Selection Form with electoral district selected.  
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4. In the District Selection column, click the electoral district’s database file 
5.  Click the Proceed button. 
The PreoView – Search Form opens.  
Note:  If you do not select a district database file, the application will prompt you to 
select a file before it can proceed. 
PreoView – Search Form 
The PreoView Search form provides the ability to search for an elector(s) with specific 
parameters  
Note:  User search parameters must exactly match the contents of the database in 
order to find an elector. 

2

4 

3 

1 

 
Figure 3:  PreoView - Search Form default view  
There are four main search criteria sections. 
 1.  Poll number – Select poll number from the Poll Number pull-down menu  
Note:  Special polls are represented by polls starting at 700. 
2.  Personal information 
3.  Civic Address 
4.  Mailing Address  
 
To search for a “Null” value click the appropriate field(s) label(s).  The field(s) label 
colour changes to a light yellow (Figure 4). 
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Figure 4: PreoView - Search Form with Middle Name field label selected to 
indicate Null values  
Using the Search, Reset Fields and Exit Buttons. 
1. Click the Search button once you have entered the search criteria. 
PreoView searches the data for all electors that match the criteria. The results display in 
the lower half of the form. 
Note:   The rows and columns in the lower half of the form are re-sizeable. The 
sort order of each column can be changed by clicking on the column title. 
2. Click the Reset Fields button to clear all search criteria. 
Note: The Reset Fields button does not clear the results displayed in the lower half of 
the form. 
3. Click the Exit button to return to the PreoView – File Selection Form. 
Note:  The results of a search can only be viewed and not saved. 
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Information for Candidates and Canvassers 
 
Provincial law gives candidates for the Legislative Assembly of Ontario and their 
representatives the right to enter multi-unit residential buildings (apartment buildings, 
condominiums, and co-operative housing) to canvass and distribute election material. 
 
 
Apartment Buildings 
 
Residential Tenancies Act, 2006, S.O. 2006, c. 17, s. 28 
 
No landlord shall restrict reasonable access to a residential complex by candidates for 
election to any office at the federal, provincial or municipal level, or their authorized 
representatives, if they are seeking access for the purpose of canvassing or distributing 
election material.  
 
 
Condominiums 
 
Condominium Act, 1998, S.O. 1998, c. 19, s. 118 
 
No corporation or employee or agent of a corporation shall restrict reasonable access to 
the property by candidates, or their authorized representatives, for election to the House 
of Commons, the Legislative Assembly or an office in a municipal government or school 
board if access is necessary for the purpose of canvassing or distributing election 
material.  
 
 
Co-operative Housing 
 
Co-operative Corporations Act, R.S.O. 1990, c. C. 35, s. 171.24 
 
No non-profit housing co-operative or servant or agent of such a co-operative shall 
restrict reasonable access to the housing units of the co-operative by candidates, or 
their authorized representatives, for election to the House of Commons, the Legislative 
Assembly, any office in a municipal government or a school board for the purpose of 
canvassing or distributing election material.  
 
It is an offence under these three laws, punishable by fine upon conviction, to deny 
reasonable access for the purpose canvassing or distributing election material. 
 
If you are denied access, you should contact the landlord or board of directors for the 
condominium or co-operative. You may wish to give them a copy of this information 
sheet, advise them of their legal obligations, and request when it would be possible to 
access the building. 
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